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Introduction

QuEST Forum’s vision is to be the global force for improving quality of products and services delivered to customers of communication technologies.  It is a unique collaboration of service providers, suppliers and liaison organizations who come together to develop innovative solutions to practical business problems that make a difference to end users.  As the communications industry continues to evolve and introduce new technologies, QuEST forum continues to use its expertise of the last two decades, through industry–wide collaboration to address these new challenges. 

The Executive Board chartered the Next Generation Measurements Security Sub Team to identify existing industry security measurements.  Based on a study of various Standards Development Organizations (SDOs), the published measurements from Center for Internet Security (CIS)
 http://www.cisecurity.org and National Institute for Standards and Technology (NIST) http://www.nist.gov/index.html were found to be most relevant to our efforts. The team also examined in detail the work of the Cloud Security Alliance (CSA) SDO on security measurements. However, their work is still in-progress. 
The measurements referenced from NIST and CIS are operational measurements applicable to an operations environment (not a development environment or supply chain) for the purpose of monitoring the effectiveness of security management within that operation.  Some of these measurements may need modification before application to a telecommunications operations environment.  As such, the measurements described here provide a basis for future work which can include trialing of use of the measurement, refinement of the definition, and wider review against other similar measurements that may be identified in the industry.
The QuEST Forum has paraphrased the CIS and NIST measurements to conform to the TL 9000 format.  To review the original measurements, the reader is directed to the links provided above and in the footnote.
In publishing this document, the Next Generation Measurements Security Sub Team expects it will enable the TL 9000 registered organizations’ continual improvement of the security of their products and services.
These measurements are for guidance only, and not intended to be mandatory for TL 9000 certification.
Most Relevant Measurements

The identified existing security measurements were not developed by SDOs specifically for the telecommunications industry in the spirit of TL 9000. For example, the NIST security measures assess the security assurance level of an organization regarding its information system management, operations and technology rather than focusing on a supplier’s product security benchmarking. Some third party assessment/scanning tools are also needed. Most of the source data comes from incident databases, IDS logs and alerts which are from security suppliers who are usually not telecommunication manufacturers. The identified measurements are useful since they focus on measuring the security recovery and adaptation capabilities of the products and the network.  Examples of such measurements are “Percentage of Systems without Known Severe Vulnerabilities” or “Mean-Time to Mitigate Vulnerabilities.” However, due to the complex telecommunications scenario both in the technical and contractual context, compared to the IT world, it is not very clear whether such measures will be eagerly adopted at this stage by the TL 9000 registered companies.
Thus, the team has made an effort to identify measurements which will have high relevance for the TL 9000 user.  It is hoped these most relevant measurements will significantly improve a user’s security posture by their use in the tracking and benchmarking of product security.  The most relevant measurements are identified in the right-most column of the two “Table of Contents” tables below. The tables are sorted by Measurement Number and by Category. 
Table of Contents (Sorted by Measurement Number)
	Measurement Number
	Measurement ID
	Source
	Measurement Name
	Category
	Most Relevant

	1.1
	MTTID
	CIS
	Mean Time to Incident Discovery
	Incidents
	Yes

	1.2
	MTBSI
	CIS
	Mean Time Between Security Incidents
	Incidents
	Yes

	1.3
	MTIR
	CIS
	Mean Time to Incident Recovery
	Incidents
	Yes

	1.4
	PSWKSV
	CIS
	Percent of Systems Without Known Severe Vulnerabilities
	Vulnerability
	Yes

	1.5
	MTTMV
	CIS
	Mean-Time to Mitigate Vulnerabilities
	Vulnerability
	Yes

	1.6
	PPC
	CIS
	Patch Policy Compliance
	Patching
	

	1.7
	MTTP
	CIS
	Mean Time to Patch
	Patching
	Yes

	1.8
	PCC
	CIS
	Percentage of Configuration Compliance
	Configuration
	

	1.9
	MTTC
	CIS
	Mean Time to Complete Changes
	Configuration
	

	1.10
	PCSR
	CIS
	Percent of Changes with Security Review
	Configuration
	

	1.11
	PCSE
	CIS
	Percent of Changes with Security Exceptions
	Configuration
	

	1.12
	RAC
	CIS
	Risk Assessment Coverage
	Applications
	

	1.13
	STC
	CIS
	Security Testing Coverage
	Applications
	Yes

	2.1
	VM
	NIST
	Vulnerability Measure
	Vulnerability
	Yes

	2.2
	RACM
	NIST
	Remote Access Control Measure
	Attacks
	

	2.3
	STM
	NIST
	Security Training Measure
	Governance
	

	2.4
	ARRM
	NIST
	Audit Record Review Measure
	Governance
	Yes

	2.5
	CACM
	NIST
	Certification and Accreditation (C&A) Completion Measure
	Governance
	

	2.6
	CCM
	NIST
	Configuration Changes Measure
	Configuration
	Yes

	2.7
	CPTM
	NIST
	Contingency Plan Testing Measure
	Governance
	

	2.8
	UAM
	NIST
	User Accounts Measure
	Governance
	

	2.9
	IRM
	NIST
	Incident Response Measure
	Incidents
	Yes

	2.10
	MSM
	NIST
	Media Sanitization Measure
	Maintenance
	

	2.11
	PSIM
	NIST
	Physical Security Incidents Measure
	Incidents
	

	2.12
	PM
	NIST
	Planning Measure
	Governance
	

	2.13
	PSM
	NIST
	Personnel Security Measure
	Governance
	

	2.14
	RAVM
	NIST
	Risk Assessment Vulnerability Measure
	Vulnerability
	Yes

	2.15
	SACM
	NIST
	Service Acquisition Contract Measure
	Governance
	

	2.16
	SCPM
	NIST
	System and Communication Protection Measure
	Crypto 
	Yes

	2.17
	FRM
	NIST
	Flaw Remediation Measure
	Vulnerability
	Yes

	3.1
	SRO
	QF
	Security Related Outages
	Incidents
	Yes


Table of Contents (Sorted by Category)
	Measurement Number
	Measurement ID
	Source
	Measurement Name
	Category
	Most Relevant

	1.12
	RAC
	CIS
	Risk Assessment Coverage
	Applications
	

	1.13
	STC
	CIS
	Security Testing Coverage
	Applications
	Yes

	2.2
	RACM
	NIST
	Remote Access Control Measure
	Attacks
	

	1.8
	PCC
	CIS
	Percentage of Configuration Compliance
	Configuration
	

	1.9
	MTTC
	CIS
	Mean Time to Complete Changes
	Configuration
	

	1.10
	PCSR
	CIS
	Percent of Changes with Security Review
	Configuration
	

	1.11
	PCSE
	CIS
	Percent of Changes with Security Exceptions
	Configuration
	

	2.6
	CCM
	NIST
	Configuration Changes Measure
	Configuration
	Yes

	2.16
	SCPM
	NIST
	System and Communication Protection Measure
	Crypto 
	Yes

	2.3
	STM
	NIST
	Security Training Measure
	Governance
	

	2.4
	ARRM
	NIST
	Audit Record Review Measure
	Governance
	Yes

	2.5
	CACM
	NIST
	Certification and Accreditation (C&A) Completion Measure
	Governance
	

	2.7
	CPTM
	NIST
	Contingency Plan Testing Measure
	Governance
	

	2.12
	PM
	NIST
	Planning Measure
	Governance
	

	2.13
	PSM
	NIST
	Personnel Security Measure
	Governance
	

	2.15
	SACM
	NIST
	Service Acquisition Contract Measure
	Governance
	

	2.8
	UAM
	NIST
	User Accounts Measure
	Governance
	

	1.1
	MTTID
	CIS
	Mean Time to Incident Discovery
	Incidents
	Yes

	1.2
	MTBSI
	CIS
	Mean Time Between Security Incidents
	Incidents
	Yes

	1.3
	MTIR
	CIS
	Mean Time to Incident Recovery
	Incidents
	Yes

	2.9
	IRM
	NIST
	Incident Response Measure
	Incidents
	Yes

	2.11
	PSIM
	NIST
	Physical Security Incidents Measure
	Incidents
	

	3.1
	SRO
	QF
	Security Related Outages
	Incidents
	Yes

	2.10
	MSM
	NIST
	Media Sanitization Measure
	Maintenance
	

	1.6
	PPC
	CIS
	Patch Policy Compliance
	Patching
	

	1.7
	MTTP
	CIS
	Mean Time to Patch
	Patching
	Yes

	1.4
	PSWKSV
	CIS
	Percent of Systems Without Known Severe Vulnerabilities
	Vulnerability
	Yes

	1.5
	MTTMV
	CIS
	Mean-Time to Mitigate Vulnerabilities
	Vulnerability
	Yes

	2.1
	VM
	NIST
	Vulnerability Measure
	Vulnerability
	Yes

	2.14
	RAVM
	NIST
	Risk Assessment Vulnerability Measure
	Vulnerability
	Yes

	2.17
	FRM
	NIST
	Flaw Remediation Measure
	Vulnerability
	Yes


1.1  Mean Time to Incident Discovery

1.1.1
General Description and Title

Mean-Time-To-Incident-Discovery (MTTID) measures the effectiveness of the organization in detecting security incidents. Generally, the faster an organization can detects an incident, the less damage it is likely to incur. MTTID is the average amount of time, in hours, that elapsed between the Date of Occurrence and the Date of Discovery for a given set of incidents. The calculation can be averaged across a time period, type of incident, business unit, or severity.
1.1.2
Purpose

Mean-Time-To-Incident-Discovery (MTTID) characterizes the efficiency of detecting incidents, by measuring the average elapsed time between the initial occurrence of an incident and its subsequent discovery. The MTTID metric also serves as a leading indicator of resilience in organization defenses because it measures detection of attacks from known vectors and unknown ones.
1.1.3
Applicable Categories

Core Network Products and End Customer Services.  For the latest version of the Product Category Table see http://tl9000.org/resources/resources.html.
1.1.4
Detailed Description

a)
Terminology

Security Incident – A security incident results in the actual outcomes of a business process deviating from the expected outcomes for confidentiality, integrity & availability due to deficiencies or failures of people, process or technology.  
b)
Counting Rules: 

Only incidents that meet the above definition of Security Incident should be included.

These would be manual inputs as defined in CIS document Security Incident Metrics:  Data Attributes

c)
Counting Rule Exclusions: 

Incidents that should not be considered “security incidents” include disruption of service due to equipment failures.
d)
Calculations and Formulas 

Measurement Identifiers and Formulas

	Identifier
	Title
	Formula
	Note

	MTTID
	Mean Time to Incident Discovery
	Sigma (

Date_of_Discovery - Date_of_Occurrence 

) / Count(Incidents)
	Hours per Incident


1.1.5
Sources of Data

Since humans determine when an incident occurs, when the incident is contained, and when the incident is resolved, the primary data sources for this metric are manual inputs as defined in Security Incident Metrics: Data Attributes. However, these incidents may be reported by operational security systems, such as anti-malware software, security incident and event management (SIEM) systems, and host logs. 

1.1.6
Reporting Frequency

Weekly is recommended but can be reported Monthly, Quarterly or Annually

1.1.7
Source of Measurement

CIS

1.2  Mean Time Between Security Incidents
1.2.1
General Description and Title

Mean Time Between Security Incidents (MTBSI) calculates the average time, in days, between security incidents.
1.2.2
Purpose

Mean Time Between Security Incidents (MTBSI) identifies the relative levels of security incident activity.
1.2.3
Applicable Categories

Core Network Products and End Customer Services. For the latest version of the Product Category Table see http://tl9000.org/resources/resources.html.
1.2.4
Detailed Description

a)
Terminology

Security Incident – A security incident results in the actual outcomes of a business process deviating from the expected outcomes for confidentiality, integrity & availability due to deficiencies or failures of people, process or technology.  
b)
Counting Rules
Only incidents that meet the above definition of Security Incident should be included.

These would be manual inputs as defined in CIS document Security Incident Metrics:  Data Attributes

c)
Counting Rule Exclusions

Incidents that should not be considered “security incidents” include disruption of service due to equipment failures.
d)
Calculations and Formulas 
Measurement Identifiers and Formulas

	Identifier
	Title
	Formula
	Note

	MTBSI
	Mean Time Between Security Incidents
	Sigma (

(Date_of_Occurence[Incident_n ]  Date_of_Occurence[Incident _n_minus_1 ])/ Count(Incidents)
	Hours per incident interval


1.2.5
Sources of Data

Since humans determine when an incident occurs, when the incident is contained, and when the incident is resolved, the primary data sources for this metric are manual inputs as defined in Security Incident Metrics: Data Attributes. However, these incidents may be reported by operational security systems, such as anti-malware software, security incident and event management (SIEM) systems, and host logs.
1.2.6
Reporting Frequency

Weekly is recommended but can be reported Monthly, Quarterly or Annually
1.2.7
Source of Measurement

CIS

1.3  Mean Time to Incident Recovery
1.3.1
General Description and Title

Mean Time to Incident Recovery (MTIR) measures the effectiveness of the organization to recovery from security incidents. The sooner the organization can recover from a security incident, the less impact the incident will have on the overall organization. This calculation can be averaged across a time period, type of incident, business unit, or severity.
1.3.2
Purpose

Mean Time to Incident Recovery (MTIR) characterizes the ability of the organization to return to a normal state of operations. This is measured by the average elapse time between when the incident occurred to when the organization recovered from the incident.

1.3.3
Applicable Categories

Core Network Products and End Customer Services.  For the latest version of the Product Category Table see http://tl9000.org/resources/resources.html.
1.3.4
Detailed Description

a)
Terminology

Security Incident – A security incident results in the actual outcomes of a business process deviating from the expected outcomes for confidentiality, integrity & availability due to deficiencies or failures of people, process or technology.  
b)
Counting Rules
Only incidents that meet the above definition of Security Incident should be included.

These would be manual inputs as defined in CIS document Security Incident Metrics:  Data Attributes

c)
Counting Rule Exclusions

Incidents that should not be considered “security incidents” include disruption of service due to equipment failures.
d)
Calculations and Formulas 

Measurement Identifiers and Formulas

	Identifier
	Title
	Formula
	Note

	MTIR
	Mean Time to Incident Recovery
	Sigma (

Date_of_Recovery - Date_of_Occurrence)/ Count(Incidents)
	Hours per incident


1.3.5
Sources of Data

Since humans determine when an incident occurs, when the incident is contained, and when the incident is resolved, the primary data sources for this metric are manual inputs as defined in Security Incident Metrics: Data Attributes. However, these incidents may be reported by operational security systems, such as anti-malware software, security incident and event management (SIEM) systems, and host logs.
1.3.6
Reporting Frequency

Weekly is recommended but can be reported Monthly, Quarterly or Annually

1.3.7
Source of Measurement

CIS
1.4
Percent of Systems without Known Severe Vulnerabilities
1.4.1
General Description and Title

Percent of Systems without Known Severe Vulnerabilities (PSWKSV) measures the percentage of systems that when checked were not found to have any known high severity vulnerabilities during a vulnerability scan. 
Since vulnerability management involves both the identification of new severe vulnerabilities and the remediation of known severe vulnerabilities, the percentage of systems without known severe vulnerabilities will vary over time. Organizations can use this metric to gauge their relative level of exposure to exploits and serves as a potential indicator of expected levels of security incidents (and therefore impacts on the organization).

This severity threshold is important, as there are numerous informational, local, and exposure vulnerabilities that can be detected that are not necessarily material to the organization’s risk profile. Managers generally will want to reduce the level of noise to focus on the greater risks first. This metric can also be calculated for subsets of systems, such as by asset criticality of business unit.
1.4.2
Purpose

Percent of Systems without Known Severe Vulnerabilities (PSWKSV) measures the organization’s relative exposure to known severe vulnerabilities. The metric evaluates the percentage of systems scanned that do not have any known high severity vulnerabilities.
1.4.3
Applicable Categories

Core Network Products and End Customer Services.  For the latest version of the Product Category Table see http://tl9000.org/resources/resources.html.
1.4.4
Detailed Description

a)
Terminology
Vulnerability -- Vulnerability is defined as a weakness that could be exploited by an attacker to gain access or take actions beyond those expected or intended.

b)
Counting Rules

· Severe vulnerabilities identified across the enterprise during the time period 

c)
Counting Rule Exclusions

· Vulnerabilities supplier rated as severe but organizationally ranked lower should be validated before exclusion. 
d)
Calculations and Formulas
Measurement Identifiers and Formulas

	Identifier
	Title
	Formula
	Note

	PSWKSV
	Percent of Systems Without Known Severe Vulnerabilities
	Count (Systems_Without_Known_Severe_Vulnerabilities)*100/ Count(Scanned_Systems)
	Percentage of systems


1.4.5
Sources of Data

Vulnerability management systems will provide information on which systems were identified with severe vulnerabilities.
1.4.6
Reporting Frequency

Weekly is recommended but can be reported Monthly, Quarterly or Annually

1.4.7
Source of Measurement

CIS

1.5
Mean-Time to Mitigate Vulnerabilities
1.5.1
General Description and Title

Mean-Time to Mitigate Vulnerabilities measures the average time taken to mitigate vulnerabilities identified in an organization’s technologies. The vulnerability management processes consists of the identification and remediation of known vulnerabilities in an organization’s environment. This metric is an indicator of the performance of the organization in addressing identified vulnerabilities. The less time required to mitigate vulnerability the more likely an organization can react effectively to reduce the risk of exploitation of vulnerabilities.
It is important to note that only data from vulnerabilities explicitly mitigated are included in this metric result. The metric result is the mean time to mitigate vulnerabilities that are actively addressed during the metric time period, and not a mean time to mitigate based on the time for all known vulnerabilities to be mitigated.
1.5.2
Purpose

Mean-Time to Mitigate Vulnerabilities (MTTMV) measures the average amount of time required to mitigate an identified vulnerability. This metric indicates the performance of the organization in reacting to vulnerabilities identified in the environment. It only measures the time average times for explicitly mitigated vulnerabilities, and not mean time to mitigate any vulnerability, or account for vulnerabilities that no longer appear in scanning activities.
1.5.3
Applicable Categories

Core Network Products and End Customer Services.  For the latest version of the Product Category Table see http://tl9000.org/resources/resources.html.
1.5.4
Detailed Description

a)
Terminology
Vulnerability -- Vulnerability is defined as a weakness that could be exploited by an attacker to gain access or take actions beyond those expected or intended.

b)
Counting Rules

· All vulnerabilities identified across the enterprise during the time period 

c)
Counting Rule Exclusions

· None
d)
Calculations and Formulas 


Measurement Identifiers and Formulas

	Identifier
	Title
	Formula
	Note

	MTTMV
	Mean-Time to Mitigate Vulnerabilities
	Sigma (Date_of_Mitigation - Date_of_Detection)/ Count(Mitigated_Vulnerabilities)
	Hours per vulnerability


1.5.5
Sources of Data

Vulnerability management systems will provide information on which systems were identified with severe vulnerabilities.
1.5.6
Reporting Frequency

Weekly is recommended but can be reported Monthly, Quarterly or Annually

1.5.7
Source of Measurement

CIS

1.6
Patch Policy Compliance
1.6.1
General Description and Title

Patch Policy Compliance (PPC) measures an organization’s patch level for supported technologies as compared to their documented patch policy.
“Policy” refers to the patching policy of the organization, more specifically, which patches are required for what type of computer systems at any given time. This policy might be as simple as “install the latest patches from system vendors” or may be more complex to account for the criticality of the patch or system. 
“Patched to policy” reflects an organization’s risk/reward decisions regarding patch management. It is not meant to imply that all vendor patches are immediately installed when they are distributed.
1.6.2
Purpose

Patch Policy Compliance (PPC) indicates the scope of the organization’s patch level for supported technologies as compared to their documented patch policy. While specific patch policies may vary within and across organizations, performance versus stated patch state objectives can be compared as a percentage of compliant systems.
1.6.3
Applicable Categories

Core Network Products and End Customer Services.  For the latest version of the Product Category Table see http://tl9000.org/resources/resources.html.
1.6.4
Detailed Description

a)
Terminology
Security Patch -- A patch is a modification to existing software in order to improve functionality, fix bugs, or address security vulnerabilities. Security patches are patches that are solely or in part created and released to address one or more security flaws, such as, but not limited to publicly disclosed vulnerabilities.
b)
Counting Rules
 None
c)
Counting Rule Exclusions
None 
d)
Calculations and Formulas 


Measurement Identifiers and Formulas

	Identifier
	Title
	Formula
	Note

	PPC
	Patch Policy Compliance
	Count(Compliant_Instances)*100 / Count(Technology_Instances)
	Percentage of technology instances


1.6.5
Sources of Data

Patch management and IT support tracking systems will provide patch deployment data. Audit reports will provide compliance status.

1.6.6
Reporting Frequency

Weekly is recommended but can be reported Monthly, Quarterly or Annually
1.6.7
Source of Measurement

CIS

1.7
Mean Time to Patch
1.7.1
General Description and Title

Mean Time to Patch (MTTP) measures the average time taken to deploy a patch to the organization’s technologies. The more quickly patches can be deployed, the lower the mean time to patch and the less time the organization spends with systems in a state known to be vulnerable.
1.7.2
Purpose

Mean Time to Patch (MTTP) characterizes the effectiveness of the patch management process by measuring the average time taken from date of patch release to installation in the organization for patches deployed during the metric time period. This metric serves as an indicator of the organization’s overall level of exposure to vulnerabilities by measuring the time the organization takes to address systems known to be in vulnerable states that can be remediated by security patches. This is a partial indicator as vulnerabilities may have no patches available or occur for other reasons such as system configurations.
1.7.3
Applicable Categories

Core Network Products and End Customer Services.  For the latest version of the Product Category Table see http://tl9000.org/resources/resources.html.
1.7.4
Detailed Description

a)
Terminology

Security Patch -- A patch is a modification to existing software in order to improve functionality, fix bugs, or address security vulnerabilities. Security patches are patches that are solely or in part created and released to address one or more security flaws, such as, but not limited to publicly disclosed vulnerabilities.
b)
Counting Rules
 None
c)
Counting Rule Exclusions
None 
d)
Calculations and Formulas 


Measurement Identifiers and Formulas

	Identifier
	Title
	Formula
	Note

	MTTP
	Mean Time to Patch
	Sigma(Date_of_Installation - Date_of_Availability) / Count(Completed_Patches)
	Hours per patch


1.7.5
Sources of Data

Patch management and IT support tracking systems will provide patch deployment data.

1.7.6
Reporting Frequency

Weekly is recommended but can be reported Monthly, Quarterly or Annually
1.7.7
Source of Measurement

CIS
1.8
Percentage of Configuration Compliance
1.8.1
General Description and Title

The Percent of Configuration Compliance (PCC) measures the effectiveness of configuration management in the context of information security. A percentage metric will allow benchmarking across organizations.
1.8.2
Purpose

The goal of this metric is to provide an indicator of the effectiveness of an organization’s configuration management policy relative to information security, especially emerging exploits. If 100% of systems are configured to standard, then those systems are relatively more secure and manageable. If this metric is less than 100%, then those systems are relatively more exposed to exploits and to unknown threats.
1.8.3
Applicable Categories

Core Network Products and End Customer Services.  For the latest version of the Product Category Table see http://tl9000.org/resources/resources.html.
1.8.4
Detailed Description

a)
Terminology

None
b)
Counting Rules
None
c)
Counting Rule Exclusions
None
d)
Calculations and Formulas 


Measurement Identifiers and Formulas

	Identifier
	Title
	Formula
	Note

	PCC
	Percentage of Configuration Compliance
	Sigma(In Scope Systems With Approved Configuration) *100/ Count(In Scope Systems)
	Percentage of Systems


1.8.5
Sources of Data

Configuration management and IT support tracking system audit reports will provide compliance status. Automated testing tools for CIS benchmarks are also available. 
1.8.6
Reporting Frequency

Monthly
1.8.7
Source of Measurement

CIS
1.9
Mean Time to Complete Changes
1.9.1
General Description and Title

The average time it takes to complete a configuration change request.
1.9.2
Purpose

The goal of this metric is to provide managers with information on the average time it takes for a configuration change request to be completed.
1.9.3
Applicable Categories

Core Network Products and End Customer Services.  For the latest version of the Product Category Table see http://tl9000.org/resources/resources.html.
1.9.4
Detailed Description

a)
Terminology

None
b)
Counting Rules
None
c)
Counting Rule Exclusions
None
d)
Calculations and Formulas 


Measurement Identifiers and Formulas

	Identifier
	Title
	Formula
	Note

	MTCC
	Mean Time to Complete Changes
	Sigma(Completion_Date - Submission_Date) / Count(Completed_Changes)
	Days per configuration change request


1.9.5
Sources of Data

Configuration management and IT support tracking systems will provide configuration change data. 
1.9.6
Reporting Frequency

Weekly is recommended but can be reported Monthly, Quarterly or Annually
1.9.7
Source of Measurement

CIS

1.10
Percent of Changes with Security Review
1.10.1
General Description and Title

This metric indicates the percentage of configuration or system changes that were reviewed for security impacts before the change was implemented.

1.10.2
Purpose

The goal of this metric is to provide managers with information about the amount of changes

and system churn in their environment that have unknown impact on their security state.
1.10.3
Applicable Categories

Core Network Products and End Customer Services.  For the latest version of the Product Category Table see http://tl9000.org/resources/resources.html.
1.10.4
Detailed Description

a)
Terminology

None
b)
Counting Rules
Only completed changes should apply.

c)
Counting Rule Exclusions
None
d)
Calculations and Formulas 


Measurement Identifiers and Formulas

	Identifier
	Title
	Formula
	Note

	PCSR
	Percent of Changes with Security Review
	Sigma(Completed_Changes_with_Security_Reviews)*100/ Count(Completed_Changes)
	Percentage of configuration changes


1.10.5
Sources of Data

Configuration management and IT support tracking systems will provide configuration change data.  
1.10.6
Reporting Frequency

Weekly is recommended but can be reported Monthly, Quarterly or Annually
1.10.7
Source of Measurement

CIS
1.11
Percent of Changes with Security Exceptions
1.11.1
General Description and Title

This metric indicates the percentage of configuration or system changes that received an exception to existing security policy.

1.11.2
Purpose

The goal of this metric is to provide managers with information about the potential risks to their environment resulting from configuration or system changes exempt from the organization’s security policy.
1.11.3
Applicable Categories

Core Network Products and End Customer Services.  For the latest version of the Product Category Table see http://tl9000.org/resources/resources.html.
1.11.4
Detailed Description

a)
Terminology

None
b)
Counting Rules
Only completed changes should apply.
Security exceptions may only have been granted for systems that have received security reviews.

c)
Counting Rule Exclusions
None
d)
Calculations and Formulas 


Measurement Identifiers and Formulas

	Identifier
	Title
	Formula
	Note

	PCSE
	Percent of Changes with Security Exception
	Sigma(Completed_Changes_with_Security_Exceptions)*100/ Count(Completed_Changes)
	Percentage of configuration changes


1.11.5
Sources of Data

Configuration management and IT support tracking systems will provide configuration change data.  
1.11.6
Reporting Frequency

Weekly is recommended but can be reported Monthly, Quarterly or Annually
1.11.7
Source of Measurement

CIS
1.12
Risk Assessment Coverage
1.12.1
General Description and Title

Risk assessment coverage indicates the percentage of business applications that have been subject to a risk assessment at any time.
1.12.2
Purpose

This metric reports the percentage of applications that have been subjected to risk assessments.

1.12.3
Applicable Categories

Core Network Products and End Customer Services.  For the latest version of the Product Category Table see http://tl9000.org/resources/resources.html.
1.12.4
Detailed Description

a)
Terminology

Risk Assessment -- The term risk assessment is defined as a process for analyzing a system and identifying the risks from potential threats and vulnerabilities to the information assets or capabilities of the system. Although many methodologies can be used, it should consider threats to the target systems, potential vulnerabilities of the systems, and impact of system exploitation. It may or may not include risk mitigation strategies and countermeasures. 
b)
Counting Rules
None
c)
Counting Rule Exclusions
None
d)
Calculations and Formulas 


Measurement Identifiers and Formulas

	Identifier
	Title
	Formula
	Note

	RAC
	Risk Assessment Coverage
	Count(Applications_Undergone_Risk_Assessment)*100/ Count(Applications)
	Percent of applications


1.12.5
Sources of Data

The data source for this metric is a risk assessment tracking system.  
1.12.6
Reporting Frequency

Weekly is recommended but can be reported Monthly, Quarterly or Annually
1.12.7
Source of Measurement

CIS
1.13
Security Testing Coverage
1.13.1
General Description and Title

This metric tracks the percentage of applications in the organization that have been subjected to security testing. Testing can consists of manual or automated white and/or black-box testing and generally is performed on systems post-deployment (although they could be in pre-production testing).
1.13.2
Purpose

This metric indicates the percentage of the organization’s applications have been tested for security risks.

1.13.3
Applicable Categories

Core Network Products and End Customer Services.  For the latest version of the Product Category Table see http://tl9000.org/resources/resources.html.
1.13.4
Detailed Description

a)
Terminology

None
b)
Counting Rules
Methodology for counting applications – Refer to CIS Security Metrics document v1.0, section titled Application Security Metrics.
c)
Counting Rule Exclusions
None
d)
Calculations and Formulas 


Measurement Identifiers and Formulas

	Identifier
	Title
	Formula
	Note

	STC
	Security Testing Coverage
	Count(Applications_Undergone_Security_Testing)*100/ Count(Deployed_Applications)
	Percent of applications


1.13.5
Sources of Data

TBD

1.13.6
Reporting Frequency

Weekly is recommended but can be reported Monthly, Quarterly or Annually
1.13.7
Source of Measurement

CIS
2.1
Vulnerability Measure
2.1.1
General Description and Title

Vulnerability Measure measures the percentage of high vulnerabilities mitigated within the organizationally defined time periods after discovery.
2.1.2
Purpose

Ensure an environment of comprehensive security and accountability for personnel, facilities, and products.  Ensure all vulnerabilities are identified and mitigated.
2.1.3
Applicable Product Categories

Core Network Products and End Customer Services.  For the latest version of the Product Category Table see http://tl9000.org/resources/resources.html.
2.1.4
Detailed Description

a)
Terminology
Vulnerability -- Vulnerability is defined as a weakness that could be exploited by an attacker to gain access or take actions beyond those expected or intended.

b)
Counting Rules

· High vulnerabilities identified across the enterprise during the time period 

· High vulnerabilities mitigated across the enterprise during the time period 

c)
Counting Rule Exclusions

· Vulnerabilities supplier rated as high but organizationally ranked lower with no mitigation should be validated before exclusion. 
d)
Calculations and Formulas 


Measurement Identifiers and Formulas

	Identifier
	Title
	Formula
	Note

	VM
	Vulnerability   Measure
	(number of high vulnerabilities mitigated within targeted time frame) / (number of high vulnerabilities identified during time frame)
	% of vulnerabilities mitigated should be a high target set by the organization.


2.1.5
Sources of Data

Vulnerability scanning software, audit logs, vulnerability management systems, patch management systems, change management records.
2.1.6
Reporting Frequency

Organization defined (example annually)
2.1.7
Source of Measurement

NIST – SP800-53, RA-5
2.2
Remote Access Control Measure
2.2.1
General Description and Title

Remote Access Control Measure measures the percentage of remote access points used to gain unauthorized access.
2.2.2
Purpose

Ensure an environment of comprehensive security and accountability for personnel, facilities, and products.  Restrict information, systems, and component access to individuals or machines that are identifiable, known, credible, and authorized.
2.2.3
Applicable Product Categories

End Customer Services.  For the latest version of the Product Category Table see http://tl9000.org/resources/resources.html.
2.2.4
Detailed Description

a)
Terminology
Remote Access – Refer to NIST – SP800-53, AC-17
b)
Counting Rules

· Remote access points for the organization 

· Access points used to gain unauthorized access based on incident logs, IDS, and remote access logs 

c)
Counting Rule Exclusions
· Invalid exclusions will result if the organization does not document all remote access points (CM-2), use Intrusion Detection Systems to monitor remote access points (SI-4), collect/review remote access audit logs (AU-6), and normalize incident categories for security incidents (IR-5)
d)
Calculations and Formulas 


Measurement Identifiers and Formulas

	Identifier
	Title
	Formula
	Note

	RACM
	Remote Access Control Measure
	(Number of remote access points used to gain unauthorized access) / (total number of remote access points)
	% of successful unauthorized accesses should be a very low number set by the organization.


2.2.5
Sources of Data

Incident database, audit logs, network diagrams, IDS logs and alerts
2.2.6
Reporting Frequency

Organization defined (example: quarterly)
2.2.7
Source of Measurement

NIST – SP800-53, AC-17
2.3
Security Training Measure
2.3.1
General Description and Title

Security Training Measure measures the percentage of information system security personnel that have received security training.
2.3.2
Purpose

Ensure a high-quality work force supported by modern and secure infrastructure and operational capabilities.  Ensure that organization personnel are adequately trained to carry out their assigned information security-related duties and responsibilities.
2.3.3
Applicable Categories

All Product Categories.  For the latest version of the Product Category Table see http://tl9000.org/resources/resources.html.
2.3.4
Detailed Description

a)
Terminology

None

b)
Counting Rules

· Employees in the organization having significant security responsibilities 

· Employees with significant security responsibilities that have received required training 

c)
Counting Rule Exclusions
· Invalid exclusions will result if the organization does not formally identify employees with significant security responsibilities (AT-3) or maintain adequate training records (AT-4)
d)
Calculations and Formulas 


Measurement Identifiers and Formulas

	Identifier
	Title
	Formula
	Note

	STM
	Security Training Measure
	(Number of information system security personnel completing security training in the past year) / (total number of information system security personnel)
	% of security personnel completing required training in a year should be a high number set by the organization.


2.3.5
Sources of Data

Training awareness and tracking records
2.3.6
Reporting Frequency

Organization defined (example: annually)
2.3.7
Source of Measurement

NIST – SP800-53, AT-3
2.4
Audit Record Review Measure
2.4.1
General Description and Title

Audit Record Review Measure measures the average frequency of audit records review and analysis for inappropriate activity.
2.4.2
Purpose

Ensure an environment of comprehensive security and accountability for personnel, facilities, and products.  Create, protect, and retain information system audit records to the extent needed to enable the monitoring, analysis, investigation, and reporting of unlawful, unauthorized, or inappropriate activity.
2.4.3
Applicable Categories

All Product Categories.  For the latest version of the Product Category Table see http://tl9000.org/resources/resources.html.
2.4.4
Detailed Description

a)
Terminology
 Audit Record -- Any log or record related to security such as a security log for a product or access log (physical building or product).

b)
Counting Rules

· System audit logs reviewed within the following time periods: past day, past week, 2 weeks to 1 month, 1 month to 6 months, over 6 months

· For Collection Frequency, refer to NIST – SP800-53, AU-6.

c)
Counting Rule Exclusions
· Invalid exclusions will result for systems not adequately logging system data (AU-2) and for activities inappropriately categorized within system logs. 
d)
Calculations and Formulas 


Measurement Identifiers and Formulas

	Identifier
	Title
	Formula
	Note

	ARRM
	Audit Record Review Measure
	Average frequency during reporting time.
	Average frequency of log reviews during the time period should be a high frequency set by the organization.


2.4.5
Sources of Data

Audit log reports
2.4.6
Reporting Frequency

Organization defined (example: quarterly)
2.4.7
Source of Measurement

NIST – SP800-53, AU-6
2.5
C&A Completion Measure
2.5.1
General Description and Title

C&A Compliance Measure measures the percentage of new systems that have completed certification and accreditation (C&A) prior to their implementation.
2.5.2
Purpose

Ensure an environment of comprehensive security and accountability for personnel, facilities, and products.  Ensure all information systems have been certified and accredited as required.
2.5.3
Applicable Categories

End Customers Services.  For the latest version of the Product Category Table see http://tl9000.org/resources/resources.html.
2.5.4
Detailed Description

a)
Terminology
· C&A – Certification, Accreditation, and Security Assessments performed per the organization’s internal requirements
· Authorizing Official [AO] – Group or individual with the authority to formally certify a system for implementation
b)
Counting Rules

· Number of new systems implemented during the reporting time period 

· Number of new systems implemented during the reporting time period that received authority to operate prior to implementation 

c)
Counting Rule Exclusions
· Invalid exclusions will result for organizations that do not maintain a system inventory, implement a formal C&A process (CA-1), or require all systems to complete the C&A process prior to implementation. 
d)
Calculations and Formulas 


Measurement Identifiers and Formulas

	Identifier
	Title
	Formula
	Note

	CACM
	C&A Completion Measure
	(number of new systems with complete C&A packages with AO approval prior to implementation) / (total number of newly implemented systems)
	% of new systems certified prior to implementation should be a high number set by the organization


2.5.5
Sources of Data

System inventory, system C&A documentation
2.5.6
Reporting Frequency

Organization defined (example: annually)
2.5.7
Source of Measurement

NIST – SP800-53, CA-6
2.6
Configuration Changes Measure
2.6.1
General Description and Title

Configuration Changes Measure measures the percentage of approved and implemented configuration changes identified in the latest automated baseline configuration.
2.6.2
Purpose

Accelerate the development and use of an electronic information infrastructure.  Establish and maintain baseline configurations and inventories of organizational information systems (including hardware, software, firmware, and documentation) throughout the respective system development life cycles.
2.6.3
Applicable Categories

Core Network Products.  For the latest version of the Product Category Table see http://tl9000.org/resources/resources.html. 
2.6.4
Detailed Description

a)
Terminology
None

b)
Counting Rules

· Number of configuration changes identified through automated scanning over the last reporting period 

· Number of change control requests approved and implemented over the last reporting period 

c)
Counting Rule Exclusions
· Invalid exclusions will result for organizations that do not manage configuration changes using a formal and approved process (CM-3) and for organizations that do not use automated tools to identify configuration changes on systems/networks. 
d)
Calculations and Formulas 


Measurement Identifiers and Formulas

	Identifier
	Title
	Formula
	Note

	CCM
	Change Control Measure
	(number of approved and implemented configuration changes identified in the latest automated baseline configuration) / (total number of configuration changes identified through automated scans)
	% of approved changes to detected changes should be a high number set by the organization


2.6.5
Sources of Data

System security plans, configuration management database, security tools logs
2.6.6
Reporting Frequency

Organization defined (example: annually)
2.6.7
Source of Measurement

NIST – SP800-53, CM-2/CM-3

2.7
Contingency Plan Testing Measure
2.7.1
General Description and Title

Contingency Plan Testing Measure measures the percentage of information systems that have conducted annual contingency plan testing
2.7.2
Purpose

Ensure an environment of comprehensive security and accountability for personnel facilities and systems.  Establish, maintain, and effectively implement plans for emergency response, backup operations, and post-disaster recovery for organizational information systems to ensure the availability of critical information resources and continuity of operations in emergency situations.
2.7.3
Applicable Categories

All Product Categories.  For the latest version of the Product Category Table see http://tl9000.org/resources/resources.html.
2.7.4
Detailed Description

a)
Terminology
None
b)
Counting Rules

· Systems in Inventory 

· Systems with approved contingency plan 

· Contingency plans successfully tested within the year 
c)
Counting Rule Exclusions

None

Measurement Identifiers and Formulas

	Identifier
	Title
	Formula
	Note

	CPTM
	Contingency Plan Testing Measure
	Number of information systems that have conducted annual contingency plan testing / Number of information systems in the system inventory
	% information systems that have conducted annual plan testing


2.7.5
Sources of Data

Contingency plan testing results.
2.7.6
Reporting Frequency

Organization defined (example annually)
2.7.7
Source of Measurement

NIST – SP800-53, CP-4
2.8
User Accounts Measure
2.8.1
General Description and Title

User Accounts Measure measures the percentage of users with access to shared accounts.
2.8.2
Purpose

Ensure an environment of comprehensive security and accountability for personnel, facilities, and products.  All system users are identified and authenticated in accordance with information security policy.
2.8.3
Applicable Categories

All Product Categories.  For the latest version of the Product Category Table see http://tl9000.org/resources/resources.html.
2.8.4
Detailed Description

a)
Terminology
· Shared account – Any account that is not unique or intended for use by a single user.

b)
Counting Rules

· Number of users with access to the system 

· Number of users with access to shared accounts 

c)
Counting Rule Exclusions
None

d)
Calculations and Formulas 


Measurement Identifiers and Formulas

	Identifier
	Title
	Formula
	Note

	UAM
	User Accounts Measure
	(number of users with access to shared accounts) / (total number of users)
	% of users with access to shared accounts (should be a low number set by the organization)


2.8.5
Sources of Data

Configuration management database, access control list, system-produced user ID list
2.8.6
Reporting Frequency

Organization defined (example: monthly)
2.8.7
Source of Measurement

NIST – SP800-53, AC-2/AC-3/IA-2

2.9
Incident Response Measure
2.9.1
General Description and Title

Incident Response Measure measures the percentage of incidents reported within required time frame per applicable incident category (the measure should be computed for each incident category).
2.9.2
Purpose

Make accurate, timely information on the organization’s programs and services readily available.  Track, document, and report incidents to appropriate organizational officials and/or authorities.
2.9.3
Applicable Categories

Core Network Products and End Customer Services.  For the latest version of the Product Category Table see http://tl9000.org/resources/resources.html.
2.9.4
Detailed Description

a)
Terminology
None

b)
Counting Rules

· Number of incidents reported during the reporting period for the following categories: unauthorized access, denial of service, malicious code, improper usage, scans/probes/attempted access, and investigation

· Number of incidents reported within the prescribed time frame established by US-CERT for each category 

c)
Counting Rule Exclusions
None

d)
Calculations and Formulas 


Measurement Identifiers and Formulas

	Identifier
	Title
	Formula
	Note

	IRM
	Incident Response Measure
	For each category:

(number of incidents reported on time) / (total number of incidents reported for that category)
	% of incidents reported in an appropriate timeframe should be a high number set by the organization


2.9.5
Sources of Data

Incident logs, incident tracking database 
2.9.6
Reporting Frequency

Organization defined (example: annually)
2.9.7
Source of Measurement

NIST – SP800-53, IR-6

2.10
Media Sanitization Measure
2.10.1
General Description and Title

Media Sanitization Measure measures the percentage of media that passes sanitization testing.
2.10.2
Purpose

Ensure an environment of comprehensive security and accountability for personnel, facilities, and products.  Sanitize or destroy information system media before disposal or release for reuse.
2.10.3
Applicable Categories

Core Network Products.  For the latest version of the Product Category Table see http://tl9000.org/resources/resources.html. 
2.10.4
Detailed Description

a)
Terminology
None

b)
Counting Rules

· Number of media that successfully passed sanitization testing 

· Total number of media tested 

c)
Counting Rule Exclusions
· Invalid exclusions will result for organizations that do not set policy requirements for media sanitization (MP-1) or define media sanitization procedures (e.g. FIPS-199, high impact systems [MP-6, Enhancement 2]).

d)
Calculations and Formulas 


Measurement Identifiers and Formulas

	Identifier
	Title
	Formula
	Note

	MSM
	Media Sanitization Measure
	(number of media that pass sanitization procedures testing) / (total number of media tested)
	% of media successfully sanitized according to established procedures should be a high number set by the organization


2.10.5
Sources of Data

Sanitization testing results
2.10.6
Reporting Frequency

Organization defined (example: annually)
2.10.7
Source of Measurement

NIST – SP800-53, MP-6

2.11
Physical Security Incidents Measure
2.11.1
General Description and Title

Physical Security Incidents Measure measures the percentage of physical security incidents allowing unauthorized entry into facilities containing information systems.
2.11.2
Purpose

Ensure an environment of comprehensive security and accountability for personnel, facilities, and products.  Integrate physical and information security protection mechanisms to ensure appropriate protection of the organization’s information resources.
2.11.3
Applicable Categories

All Product Categories.  For the latest version of the Product Category Table see http://tl9000.org/resources/resources.html.
2.11.4
Detailed Description

a)
Terminology
None

b)
Counting Rules

· Number of physical security incidents occurring during the specified period 

· Number of physical security incidents resulting in unauthorized entry into facilities containing information systems 

c)
Counting Rule Exclusions
None

d)
Calculations and Formulas 


Measurement Identifiers and Formulas

	Identifier
	Title
	Formula
	Note

	PSIM
	Physical Security Incidents Measure
	(number of physical security incidents allowing entry into facilities containing information systems) / (total number of physical security incidents)
	% of physical security incidents resulting in unauthorized access should be a low number set by the organization


2.11.5
Sources of Data

Physical security incident reports, physical access control logs
2.11.6
Reporting Frequency

Organization defined (example: quarterly)
2.11.7
Source of Measurement

NIST – SP800-53, PE-6

2.12
Planning Measure
2.12.1
General Description and Title

Planning Measure measures the percentage of employees who are authorized access to information systems only after they sign an acknowledgement that they have read and understood rules of behavior.
2.12.2
Purpose

Ensure an environment of comprehensive and accountability for personnel, facilities, and products.  Develop, document, periodically update, and implement security plans for organizational information systems that describe the security controls in place or planned for information systems, and the rules of behavior for individuals accessing these systems.
2.12.3
Applicable Categories

All Product Categories.  For the latest version of the Product Category Table see http://tl9000.org/resources/resources.html.
2.12.4
Detailed Description

a)
Terminology
None

b)
Counting Rules

· Number of users that are granted access after signing rules of behavior acknowledgement 

· Number of users that access the system 

c)
Counting Rule Exclusions
· Invalid exclusions will result if no formal rules of behavior policies exist (PL-4)

d)
Calculations and Formulas 


Measurement Identifiers and Formulas

	Identifier
	Title
	Formula
	Note

	PM
	Planning Measure
	(number of users who are granted system access after signing a rules of behavior acknowledgement) / (total number of users with system access)
	% of users accessing the system and having signed the rules of behavior should be a high number set by the organization


2.12.5
Sources of Data

Rules of behavior acknowledgment records
2.12.6
Reporting Frequency

Organization defined (example: annually)
2.12.7
Source of Measurement

NIST – SP800-53, PL-4/AC-2

2.13
Personnel Security Measure
2.13.1
General Description and Title

Personnel Security Measure measures the percentage of individuals screened prior to being granted access to organizational information and information systems.
2.13.2
Purpose

Ensure an environment of comprehensive and accountability for personnel, facilities, and products.  Ensure that individuals occupying positions of responsibility within organizations are trustworthy and meet established security criteria for those positions.
2.13.3
Applicable Categories

All Product Categories.  For the latest version of the Product Category Table see http://tl9000.org/resources/resources.html.
2.13.4
Detailed Description

a)
Terminology
None

b)
Counting Rules

· Number of individuals granted access to organizational information and information systems 

· Number of individuals that have completed personnel screening 

c)
Counting Rule Exclusions
None

d)
Calculations and Formulas 


Measurement Identifiers and Formulas

	Identifier
	Title
	Formula
	Note

	PSM
	Personnel Security Measure
	(number of individuals screened) / (total number of individuals with access)
	% of users screened prior to being granted system access should be a high number set by the organization


2.13.5
Sources of Data

Clearance records, access control lists
2.13.6
Reporting Frequency

Organization defined (example: annually)
2.13.7
Source of Measurement

NIST – SP800-53, PS-3/AC-2

2.14
Risk Assessment Vulnerability Measure
2.14.1
General Description and Title

Risk Assessment Vulnerability Measure measures the percentage of vulnerabilities remediated within organization-specified time frames.
2.14.2
Purpose

Ensure an environment of comprehensive accountability for personnel, facilities, and products.  Periodically assess the risk to organizational operations (including mission, functions, image, or reputation), organizational assets, and individuals resulting from the operation of organizational information systems.
2.14.3
Applicable Categories

All Product Categories.  For the latest version of the Product Category Table see http://tl9000.org/resources/resources.html.
2.14.4
Detailed Description

a)
Terminology
· POA&M – Plan of Actions and Milestones

b)
Counting Rules

· Number of vulnerabilities identified through vulnerability scanning 

· Number of vulnerabilities remediated on schedule according to the POA&M 

c)
Counting Rule Exclusions
· Invalid exclusions will result if a periodic scans do not occur in a timely manner (RA-5) or if no formal processes are defined for the documentation and remediation of vulnerabilities identified (e.g. – POA&M, [CA-5])

d)
Calculations and Formulas 


Measurement Identifiers and Formulas

	Identifier
	Title
	Formula
	Note

	RAVM
	Risk Assessment Vulnerability Measure
	(number of vulnerabilities remediated in accordance with POA&M schedule) / (total number of POA&M-documented vulnerabilities identified through vulnerability scans)
	% of vulnerabilities remediated in accordance with established timelines should be a high number set by the organization


2.14.5
Sources of Data

POA&Ms, vulnerability scanning reports
2.14.6
Reporting Frequency

Organization defined (example: monthly)
2.14.7
Source of Measurement

NIST – SP800-53, RA-5/CA-5

2.15
Service Acquisition Contract Measure
2.15.1
General Description and Title

Service Acquisition Contract Measure measures the percentage of system and service acquisition contracts that include security requirements and/or specifications.
2.15.2
Purpose

Accelerate the development and use of an electronic information infrastructure.  Ensure third-party providers employ adequate security measures to protect information, applications, and/or services outsourced from the organization.
2.15.3
Applicable Categories

All Product Categories.  For the latest version of the Product Category Table see http://tl9000.org/resources/resources.html.
2.15.4
Detailed Description

a)
Terminology
None

b)
Counting Rules

· Number of active service acquisition contracts the organization has

· Number of active service acquisition contracts that include security requirements and specifications

c)
Counting Rule Exclusions
None

d)
Calculations and Formulas 


Measurement Identifiers and Formulas

	Identifier
	Title
	Formula
	Note

	SACM
	Service Acquisition Contract Measure
	(number of system and service acquisition contracts that include security requirements) / (total number of system and service acquisition contracts)
	% of contracts that contain security requirements should be a high number set by the organization


2.15.5
Sources of Data

System and service acquisition contracts
2.15.6
Reporting Frequency

Organization defined (example: annually)
2.15.7
Source of Measurement

NIST – SP800-53, SA-4

2.16
System and Communication Protection Measure
2.16.1
General Description and Title

System and Communication Protection Measure measures the percentage of mobile computers and devices that perform all cryptographic operations using validated cryptographic modules operating in approved modes.
2.16.2
Purpose

Accelerate the development and use of an electronic information infrastructure.  Allocate sufficient resources to adequately protect electronic information infrastructure.
2.16.3
Applicable Categories

All Product Categories.  For the latest version of the Product Category Table see http://tl9000.org/resources/resources.html.
2.16.4
Detailed Description

a)
Terminology
None

b)
Counting Rules

· Number of mobile computers and devices used in the organization

· Number of mobile computers that employ cryptography

· Number of mobile computers and devices using validated encryption methods

· Number of mobile computers and devices using approved encryption modules

c)
Counting Rule Exclusions
· Invalid exclusions will result if no standardized and formal encryption methods/modes are identified for organizational use (e.g. – FIPS 140-2)

d)
Calculations and Formulas 


Measurement Identifiers and Formulas

	Identifier
	Title
	Formula
	Note

	SCPM
	System and Communication Protection Measure
	(number of mobile computers and devices using validated cryptographic modules and methods) / (total number of mobile computers and devices)
	% of mobile computers and devices using approved cryptographic modes and methods should be a high number set by the organization


2.16.5
Sources of Data

System security plans
2.16.6
Reporting Frequency

Organization defined (example: annually)
2.16.7
Source of Measurement

NIST – SP800-53, SC-13

2.17
Flaw Remediation Measure
2.17.1
General Description and Title

Flaw Remediation measures the percentage of operating system vulnerabilities for which patches have been applied or that have otherwise been mitigated.
2.17.2
Purpose

Accelerate the development and use of an electronic information infrastructure.  Provide protection from malicious code at appropriate locations within organizational information systems, monitor information systems security alerts and advisories, and take appropriate actions in response.
2.17.3
Applicable Categories

All Product Categories.  For the latest version of the Product Category Table see http://tl9000.org/resources/resources.html.
2.17.4
Detailed Description

a)
Terminology
· POA&M – Plan of Actions and Milestones

b)
Counting Rules

· Number of vulnerabilities identified by analyzing distributed alerts and advisories

· Number of alerts identified through vulnerability scans

· Number of patches or work-arounds implemented to address identified vulnerabilities

· Number of vulnerabilities determined to be non-applicable

· Number of waivers granted for weaknesses that could not be identified by implementing patches or work-arounds

c)
Counting Rule Exclusions
None

d)
Calculations and Formulas 

Measurement Identifiers and Formulas

	Identifier
	Title
	Formula
	Note

	FRM
	Flaw Remediation Measure
	(number of vulnerabilities addressed in alerts for which patches were implemented, non-applicable, or waived) / (total number of applicable vulnerabilities identified through alerts and scans)
	% of total vulnerabilities addressed should be a high number set by the organization


2.17.5
Sources of Data

System security plans
2.17.6
Reporting Frequency

Organization defined (example: monthly)
2.17.7
Source of Measurement

NIST – SP800-53, SI-2

3.1  Security Related Outages

3.1.1
General Description and Title

Basically the outages included in SRO are a subset of those in SONE (see Section 6.2 of TL 9000 Measurement Handbook) but the outages may be counted, tracked, and reported separately in order to focus on addressing security defects. 

3.1.2
Purpose

The SRO measurement can provide insight into the impact of network element (NE) security vulnerabilities in the field, or can indicate gaps in wider security controls in the environment into which the element is deployed (for example, de-facto controls against denial-of-service attacks or malware). As such, the SRO measurement can provide data to help evaluate the efficacy of NE capabilities against attacks that exploit the NE security vulnerabilities during product operation, and to help evaluate the efficacy of security controls and security operations in the deployment environment. 
3.1.3
Applicable Categories

Product categories 1~6 in Table A-2, TL 9000 Measurement Applicability Table (Normalized Units).  For the latest version of the Product Category Table see http://tl9000.org/resources/resources.html.
3.1.4
Detailed Description

The criteria for distinguishing between customer- and product-attributable outages as described in the following counting rules are very high-level and indicative and, as such, would require interpretation for every separate usage. 

The applicability and usefulness of this metric across a range of network element types requires investigation and elaboration. For example, the security requirements for a layer 2 switch are very different to those for an application server.  Also, for example, one hour outage on a core switch (of which there are few in the network) is very much more serious than one hour outage of an access device (of which there may be a vast number deployed). While maintaining the four metrics for each network element type would be unwieldy, aggregating and counting the outages for a range of network elements into one result may not be appropriate.

a)
Terminology
Outage
b)
Counting Rules: 

· Outages for submission under All Causes include Customer Attributable Outage and Product Attributable Outage;

· Counting rules 3, 4, 5, 6, and 7 in Section 6.1.4 b) of the TL 9000 Measurement Handbook shall be applied;

· All outages caused by a security issue that result in a complete loss of primary functionality for all or part of the system for duration greater than 15 seconds during the operational window (see Table A-3 Network Element Impact Outage Definitions in TL 9000 Measurement Handbook). Security issues include:

· Virus, worms

· Hackers attacks based on product defects

· Denial of Services attacks based on product defects

· Other attacks based on product defects.

· Only outages directly caused by a security incident are counted. Outages due to an operational decision to take an element or system offline to protect against attack are not included.

· A product attributable outage can be caused by any of the following security reasons:

· Security intrusion exploiting product vulnerabilities against which the product was required to be hardened; 

· Denial of Services attacks exploiting product vulnerabilities against which the product was required to be resilient;  

· A customer attributable outage can be caused by any of the following security reasons:

· Vulnerabilities due to miss-configuration or due to not following any supplier instructions and guidelines on secure deployment and use of the product

· Attacks exploiting any weakness of a customer organization’s internal policy that fails to follow the best practice for network security (e.g. bad security configurations, deploying no firewalls or anti-DOS devices etc.) 

· Customer’s internal security management enforcement issues (e.g. users with access to shared accounts, password leakage etc.)

· Associated security patches are not deployed by the customer;

· Associated anti-virus solution or virus library is not updated by the customer;

c)
Counting Rule Exclusions: 

· Counting rule exclusions 2, 3, 4, 5, 6 and 7 in Section 6.1.4 c) of the Measurement Handbook shall be applied;

· If, as a matter of internal policy, a SP organization fails to follow the best practice for network security (e.g. not deploying anti-virus solution, firewalls or anti-DOS devices etc.), then the resultant outages shall be attributed to SRO1 and SRO2;

· Outages due to customer’s internal management problems (users with access to shared accounts, etc.) shall be attributed to SRO1 and SRO2.

d) Calculations and Formulas 
Measurement Identifiers and Formulas

	Identifier
	Title
	Formula
	Note

	SRO1 
	Security related customer attributable outage frequency 
	(number of customer caused outages) / (number of NEs in service) 
	customer caused outages per NE

	SRO2 
	Security related customer attributable outage downtime 
	(sum of durations of customer caused outage) / (number of NEs in service) 
	minutes of customer caused outages per NE 

	SRO3 
	Security related product attributable outage frequency 
	(number of product caused outages) / (number of NEs in service) 
	product caused outages per NE

	SRO4 
	Security related product attributable outage downtime 
	(sum of durations of product caused outage) / (number of NEs in service) 
	minutes of product caused outages per NE 


3.1.5
Sources of Data

Information provided by customers

3.1.6
Reporting Frequency

Monthly is recommended but can be reported quarterly or annually.

3.1.7
Source of Measurement

QuEST Forum NGN Security Sub Team
Glossary
Audit Record

Any log or record related to security such as a security log for a product or access log (physical building or product).

OS Hardening

Out of the box, nearly all operating systems are configured insecurely. The idea of OS hardening is to minimize a computer's exposure to current and future threats by fully configuring the operating system and removing unnecessary applications.
Risk Assessment

The term risk assessment is defined as a process for analyzing a system and identifying the risks from potential threats and vulnerabilities to the information assets or capabilities of the system. Although many methodologies can be used, it should consider threats to the target systems, potential vulnerabilities of the systems, and impact of system exploitation. It may or may not include risk mitigation strategies and countermeasures. Methodologies could include FAIR, OCTAVE or others.

Security Incident

A security incident results in the actual outcomes of a business process deviating from the expected outcomes for confidentiality, integrity & availability due to deficiencies or failures of people, process or technology.  

Security Patch

A patch is a modification to existing software in order to improve functionality, fix bugs, or address security vulnerabilities. Security patches are patches that are solely or in part created and released to address one or more security flaws, such as, but not limited to publicly disclosed vulnerabilities.

Vulnerability


Vulnerability is defined as a weakness that could be exploited by an attacker to gain access or take actions beyond those expected or intended.
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